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• Cisco XDR in a nutshell
• Goals
• Key concepts
• Architecture
• Integrations

• Demo
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Cisco XDR in a nutshell



„Email is dead”
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Stop advanced threats like ransomware

Most attacks use a sequence like this…
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T1566: Spear Phishing T1055: Process InjectionT1087: Account Discovery: Domain account T1210: Exploitation of Remote Services



Detection Response
eXtended => 
integrations

What is eXtended Detection and Response?
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Application of advanced 
analytics to the collected 
and normalized evidence 
to produce correlated and 
prioritized detections 
of malicious activity

Leveraging AI + machine
learning

Guided responses across 
multiple control planes to 
quickly and effectively 
contain, mitigate, and 
eradicate the threat.

Collection of detections 
and raw telemetry from 
multiple sensor 
technologies across your 
environment



Is XDR different than all the other things?

SIEM

XDRNDR EDR

SOAR

NDR – Network Detection and Response

XDR – eXtended Detection and Response

EDR – Endpoint Detection and Response

SIEM – Security Incident and Event Management 

SOAR – Security Orchestration Automation and Response
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High level architecture

Extended Detection Response 

Network

Endpoint

Email

Identity

Firewall

Cloud
Behavioral Analytics

Anomaly Detection

Incident Prioritization

Attack Chaining

Incident Creation

Automatic Enrichment

Cross domain alert detections and attack 
chaining with automated incident 

prioritization and enrichment 

Guided Playbooks

Automated Workflows

Rapid Containment

Pivot Menu Actions

Automated or user triggered responses to 
block observables using any integrated 

technology

Multi-vector telemetry ingest network, 
cloud, endpoint, email, and more from 

Cisco and 3rd party

Solution Agnostic

Raw Telemetry 

Events

Threat Intelligence

Enrichment

Device Context

User Triggered

Incident Triggered

Scheduled

Automation Rules

Amazon
GuardDuty

Microsoft Defender

For Endpoint
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An expression of business needs
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Where are we most 
exposed to risk? How 

good are we at detecting 
attacks early?

Detect Sooner1

How quickly are we able 
to understand the full 

scope and entry vectors of 
attacks?

Reduce Investigation Time3

Do we have full visibility 
into all our assets? Can we 

reliably identify a device 
and who uses it?

Extend Asset Context5

Are we prioritizing the 
attacks that represent the 

largest 
material impacts to our 

business?

Prioritize by Impact 2

How fast can we 
confidently respond? How 

much can 
SecOps automate? Are we 

improving our time to 
respond?

Accelerate Response 4



XDR is as powerful as its integrations, 
and Cisco XDR has over 80+ 
integrations with a wide variety of 
products.

• Open platform with more third-
party integrations than Cisco 
integrations.

• Mix of security products, 
intelligence sources, device 
managers, and more.

• Easy to enable and configure.

• API-based communication with 
other products.

Integrations
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Supported sources for XDR Devices and Identity 
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XDR – a different view of my mailbox
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Demo



Network architecture
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Remote workers

FortiGate FW

XDR & Threat intelligence

Backoffice networks

On-prem Sensor

XDR 
RemoteWeb and Email

Belső kommunikáció

XDR kommunikáció
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Incident investigation



Cisco XDR Incident
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Cisco XDR Incident
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Cisco XDR Incident
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Cisco XDR Incident – Cloud Analytics
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Blocking IP address on
a FortiGate firewall



Cisco XDR Incident
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Cisco XDR Remote
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FortiGate Firewall
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Cisco XDR Notification
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Cisco XDR Workflow
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Cisco XDR Workflow
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Cisco XDR Workflow
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Blocking IP address using
a Threat Feed



Cisco XDR Feeds
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Cisco XDR Incident
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Cisco XDR Incident
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FortiGate Firewall
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FortiGate Firewall
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Cisco XDR Notification
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IPS event correlation



FortiGate IPS events
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Cisco XDR Workflow
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Cisco XDR Workflow
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Cisco XDR Workflow
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Cisco XDR Workflow
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Cisco XDR Notification
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XDR outcomes
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Thank You!
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